Browser Notification Scams

Those alarming pop-ups are almost always browser notification scams or caused by
adware. They are designed to scare you into clicking a link, calling a fake tech support
number, or downloading malicious software. [1, 2, 3, 4, 5]

These messages primarily originate from:

e Abused Web Push Notifications: You likely visited a sketchy or ad-heavy website
in the past (like a free streaming site) and accidentally clicked "Allow" when a
prompt asked to show notifications. These sites abuse the browser's push
feature to send spam directly to your desktop. [1, 2, 3]

e Malicious Browser Extensions: Rogue extensions installed alongside free
software can inject fake alerts and redirect your browsing. [1, 2]

e Adware/PUPs (Potentially Unwanted Programs): You may have unknowingly
downloaded an app that constantly displays aggressive advertisements and fake
virus warnings on your device. [1, 2]
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